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8 Septemnar 1975

MEMORANDUM FOR: Members of the Privacy Act Working Group

SUBJECT : Requirements foc System ranagers

Herewith is a revised summary of Privacy Act raquiraments
for record system(s) managers as discussed at the lust Working
Group session held on 4 Septembexr 1975.  The purpose of the
paper is to set forth general guidelines to be usad Ly vecord
systen managers in devaloping and documenting procadures &
implament the provisions of the Act. Although thwse veduire-—
ments will be dincluded in the Agency Privacy Act resulations

‘now being drafted, I suggest that this paper b2 lssued as a

formal working guide to all components that maintain record

‘systams subject to the fct., I would, therefore, wzppreciate

receiving your comments and suggestions, etc., by «lose of

business on 10 Septembar 1275.

, ctyem
Privacy Act Worlking Group .

Att
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PRIVACY AC REQULAEMENTES
FOR STSTEMS MANACDERS

Yoo Anaually Loevids cnlice to tha pudilo wird the Fadsral o

the wxisiLeace acd rharacter of cuch evirea of ~.3oris oaias.laed

by any azency which contains intoemaclon ca citizins »° tha United

States cad ~Aliens admitted for permaneat resideaca {iareafter

referrad v o5 individuals) that i3 retcisved by iudividual name

or uniques identifier such as a social securlty numbzr or other
agency nasigned reference nizber.

a. The purpose of the notice is to provide individ:als with
sufficient information =zhout records systems to =nable the
individual to make a derermination if system of vecords nay
contain information about him., Moreover, th= nctice must
define the purpose for which the records are malitained and
the iutended uses.of the icformation and who or what
agencies have access to the records. The statoman® of
uses (hercafter refzrrod to 25 routine uses) ~id the
us2us Is to dnform dndiridoals what the infornition ig
used for and the authovized dissemlnation of 1odi--idual
recoods to other agencies.

b. Any vie or dissemination ¢f information abour z. individual
which 1s not provided for under the provision ¢f the Act

covering Conditions of Disclosure (Section 3, subsection (b))

requires the written consent of the individual prior to the

N

-
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use or disclosure of the information. Following is a summary

of the Conditions of Disclosure which constitute the criteria

for use or disclosure of individual information when written
- consent of the individual is not required:

(l) For disclosure to employees of the agency which main~
tains the record wﬁo.have a need for the record in the
performance of .their required duties;

(2) For disclosures which are required under the Freedom
of Information Act; |

(3} For disclosures mude for a routine use &2 defined in
the notice of recoids uvstems published in tie Federal

'Régister;

(4) For disclosures mzle to the Bureau of Census;

(5) For disclosures to a person or another agancy for
statistical resezrch ox reporting purposes;

‘(6) For disclosures to 1he National Archives;

(7) TFor disclosures fur : Ilay enforcement activity provided.
the head of the egency or instrumentalii hac made
written request to CIA.

() For disclosures vper 2 shewing of "compelling eircum-

stances" affecting ihe hezlth or saiety cf an individual:

() Por disclosures to¢ the Congress cr the Comptroller General:

¥

(10} For disclosures pursuant to a court o .
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Management uand Budget, and Congress whensver a new systamn is
established und before changes to existing systems are effactive.
See paragraph 3 for definition of changes to existin 3ystons.)
Brdr 2 13

+ Public notice st be ziven 1n the Fadaral Nezistuer for a period of
b - [y

(]

not less than 30 days bafore a new system or changes to existing

systems becwue operative.

a. Change to uu existing system is dafinad as any new use ov
alteration in the system capabiliry which has the effscr of
expanding the availability of i-formation in the systam, «@,3.3
(1) any change in a routine use:

(2) an expansion of:

(a) the catégories of records maintained,

(b) the categories of individuals on thm
records are maintained; and

(c) the dissemination of the information;

(3) Alteration of the way the system operates or “is location(s)
in a way that the process by which individuals can -ain
access to, or request changas in, records is changad;

(4) Changz of the equipment contimuration in a way & it creates
potential for greater access, c.g., if add a teis umunications
capahility.

B. DISCLOSURE REQUILLIENTS

1. Disclosure of individual information may be made withbut woitcen consent
of the individual concerned only if the information falls within the
conditions of disclosure defined under Section 3, subsection (b) of the
Act (see Notice Requircments, paragraph A.(1)b.).

a. System Managers must develop and document procedures that:

) control dissemination in accordance with conditions of disclosure;
3 2
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(2) ensure that no-information is disclosed that falls

‘outside the conditions of disclosure without obtaining
prior consent of the individual concerned;

(3) establish safeguards to protect duta from unauthorizcd

. alteratica; and

(4) examine veeosds prior to authcrizod disclosure to ensure
that infcimazion 1s accurate woul relevant to the redaiuot,

C. ACUUINTING REQUIREMEN]S o

1. Systems Managers rwvat maintain an acceuntine ¢f disclosures of
individual record cxcept disclosures nede to Agency personnel ol
those made under the Ircedom of Informaticn 4ct, as amended. Tre
accounting must inciude the following infcowarien:

a. The date, purposc and a listing of the recerd(s) disclosed.
b. The name and add-ese of the person or ag=ncy to whom the
disclosure was discloced.

2. The purpose of the accounting is threefoid:

&. To inform thg individual who asks: where, to whom and the
purpose of the disclosure.
b. To ensure that disclosures are competible with stated uses

and users pukliched in the notice of record system pubiichieg
in the Tederal Repister.

¢. To inferm Lo recipients of fpforrei-on {ather agencie:)

vhen a8 recond (oY whiclh Fae Lenn previvesly disclosed e

beon grwadod or athen cRere T dispvie betveen the apency
of record wni ihe sndivideol Lonnewriny: the acceracy of ihe

vecord.

Approved For Release 2001/08/07 : CIA-RDP81-00896R000100010011-5



Approved For Release 2001/08/07 : CIA-RDP81-00896R000100010011-5

- A

D. INDIVIDUAL ACCESS REQUIREMENTS

1&

The Act provides for an individual to have access to records on

hiw which are maintained by the Agency except those records which

have been exempted:

~

L,

(?l

d.

Polygraph recordc.

Portions of recor)s which would reveal intelligence sources
and metﬁods.

Records or inforwalicn provided by foreign. ¥ederal, state
or other public =g.:-cies or authorities.

kecords which meect «:emption criteria as established in

Sectdon 3, subseciica (k). Following is a summary of these

exemptiéns:

(1) Documents propcrly classified in accordance with
Executive Order 11652; -

(2) 'Investigatory material compilled for l-w e¢nforcement
purposes;

(3). Records maintained in connection with providing
protective teuvices to the Presidernt of the United
States;

(¢ Recerdo reguired hy statute to be wefviained and usod

(57 Tevestdrevors mr wedal conyg i ooty Foo vhe put o
of detevisadnr, cnfvabildty, etdci™" 140, or cualiia-
catione e Decoral cdvilian ento s i, willtary

service, ieci oo centracts, or evcens ro clussificd

information, W t ¢aly £o the ertent ihat disclosura
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of such material would reveal the identity of a source
who furnished information to the Governnent under an
express proudise that the identity of the source would be
held in confidence, or, prior to the effective date of the
Act, 27 September 1975, under an implicd promise that the
identity of th~ scurce would be held in cenfidences

(€) Testing or exovinsrion material used v2lely to determine
individual qu:iiiications for appoiniiucri or promotion in
the Federal sexvice the disclosure of which would compro-
mise the objcectivity of fairness of ila “ocsting or exami-~
nation process;

(7). Evaluation materizl used to determine rotentlal for pro~

motion in the Armed Services.

E. SEARCH NiQULREMENTS

l.

The Information Review Staff will forward indivicdual requests to

£yeiems Managers who sholl be responsible for determining if the

record system(s) contains information on the individual,
il

Ihe System Manager shiall report to the Informatien Review Staff:

#. the fact that a vecord search has been pericormed;

—_—

. coples of 2ll revords found in the searcl: that are releasable;
and

&n explanatory statement recommending exemption of records or

]

portions thereof when, in the judgment of tie System Manager,
the informaticn meets the cxemption criteria as defined in

puragraph D, above.
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1. The Information Review Staff will forward requests to gmend an
individual record to the épproprinte System Manager whp ghall make
a determination to amend or not o awend the individizl recovd.
a. The Systam lanager shall:
(1) Araed the individual - cd wccording to esialitohad

(2) Notiiy all recipients of infoimation previouily

disseminated on the individuual of the anendmaot:

[

or, if  decision iz made unt =n 2mend the reccord:

(3) Prepare a statement for forwarding to the fudividual the
reasons why the amendmant should not be effuciz?, and
forward it to the Infornatioﬁ Review Staf?i.

(4) Such statement shall be written and procass=? so that
the Information Review Staff can respond te the individuall

:equester within 10 werking days of the re=.ipt of amend-

ment request by the Agenc

MANAGEMENT UTaT!3TICS/REPORTING REVG

Effectlv“ 23 foprember 1975, each Sysitems Manager shall b. voeaponsible
for reportir, . a weekly basis tc¢ ciw: Information BRevic . LLuff, the
following in:: ::acion:

1. Profession.l/clerical man~ho;r§ devoted to:
a. Iwpleimenting the Privacy Act
b. Processing Privacy Act requosts
2, Cost of additional equipment/hardware to implement the Act.

3. Cost of additional forms or forms medificatiouns.
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